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MoanTuka MHPOPpMANMOHHOI 0e30MacCHOCTH
I'BJAOY aerckoro cana Ne 44 Kuposckoro paiiona Cankt-Ilerepoypra

1. OG6ume nosoxenust

1.1. Tlonuruka undopmarmonHoit 6ezomacHocti I'BJIOY nerckoro cama Ne 44 KupoBckoro paiiona
Cankr-lletepOypra, (manee — OY) ompenensieT 1enu 1 3aJla4d CHCTEMBI oOecTieueHns HHPOPMAITMOHHON
0€30MacHOCTH M YCTaHABIMBAET COBOKYITHOCTh MPABUII, IPOLIEAYP, TPAKTHUECKUX MPUEMOB, TpeOOBaHUH
U PYKOBOISIIMX MPUHIHUIOB B 0Oiactu umHpopManmoHHOW Oe3omacHoctu (manee - MB), xoropsiMu
PYKOBOACTBYIOTCS paboTHUKU OY MPHOCYIIECTBIEHUH CBOEH IS TEIbHOCTH.

1.2. Ocuoguoii uenbto [onurrku uadopmaiontoi 6e3onacHoctu OV sBISETCs 3alUTa MHPOPMALUN
OV npu oCylIECTBICHUHN YCTaBHOW NEATEIFHOCTH, KOTOpasi MPeAyCMaTpUBaET MPHHATHE HEOOXOJMMBIX
Mep B LEJSIX 3alIUTHIMH(OPMAIMN OT CIYYaiHOTO WM NPEJHAMEPEHHOTO M3MEHEHHS, PACKPBITHS W
VHUYTOXKEHUSI, a TaKkKe B IENIX COONIoNeHHS KOH(QUACHIHAIbHOCTH, HEIOCTHOCTH M JOCTYIMHOCTU
uHpOpMaIuK, odecrieueH s Mpoliecca aBTOMaTH3NPOBaHHOHOOPaOOTKH JAHHBIX B YIIPABIICHUH.

1.3. Tlomuruka wuHpOPMANMOHHONW O€30MACHOCTH paspaboTaHa B COOTBETCTBUH C: DeepaibHbIM
3akoHOM 0T 27 mroist 2006r. Ne 149-D3 «O6 nrbopMaruy, HHOOPMAIMOHHBIX TEXHOJIOTHIX U O 3alIUTe
u uHpopmarmm», DenepanpHpiM 3akoH OT 27 utonst 2006r. No 152-03 «O mepcoHambHBIX JTAHHBIXY,
OenepanpapiM 3akoH oT 10 stHBaps 2002r. Ne 1-D3 «O06 snexTpoHHON NUGPOBON MOATHCKH», YKa30M
IIpesunenta Poccuiickoit ®enepannu ot 6 mapta 1997r. Ne 188 «O0 yrBepxnaenuu [lepeuns ceaenuit
KOH(pUICHIMAIBHOTO Xapakrepa», [locraHoBienuem IlpaButenscrBa PO Ne781 or 17.11.07r. «O6
YTBEPXKJACHUHU TI0JI0XKEeHHsI 00 o0ecrieueHnu 0e30IaCHOCTH MEPCOHABHBIX JaHHBIX MPH UX 00paboTKe B
WHQOPMAIMOHHBIX CHCTEMAax IMEPCOHAJbHBIX JaHHBIX», [locTanoenenue [IpaBurensctBa PO Ne687 ot
15.09.08r. «O6 ytBepxkaenun llonoxkeHust 00 0coOEHHOCTAX OOPaOOTKM NEPCOHAIBHBIX JIAHHBIX,
OCyILIECTBIsIeMOil 0€3 MCIOJIb30BaHMsl CPEACTB aBTOMATHU3ALUM» a TAKXKe PSAAOM HHBIX HOPMATHBHBIX
MPaBOBBIX aKTOB B chepe 3amuThl HHHOpMAIIHH.

1.4. OrBercTBEHHOCTH 3a COOMIOICHIE HHPOPMAIIMOHHOM O€30MAaCHOCTH HECET Kaxblii coTpyaHuK OV,
Ha smm, paboTarommx 1Mo OTOBOpPaM TPa)KIAaHCKO- IMPAaBOBOIO XapaKTepa, ITOJIOKEHUs HACTOSIIeH
HOJIUTUKU PACcTIPOCTPAHSIIOTCS B CIIydae, €CIIM 3TO 00YCJIOBIEHO B TAKOM JIOTOBOPE.

2. Hean u 3aaa4u NoJAUTHKH MHGOPMAIMOHHOI 0€30MaCHOCTH
2.1. OcuoBubIMHU 1esIAMHU TIOTUTUKYE UB sSBISIFOTCS:

®  coxpaHeHHE KOHPHUICHINATEHOCTH KPUTHYHBIX HH)OPMAIIMOHHBIX PECYPCOB;
®  o0ccrieueHre HePePBIBHOCTH JIOCTYTA K HHPOPMaIMOHHBIM pecypcam OY-uHTepHara;

L 3alUTa HETOCTHOCTH HH(GOPMAIUK C LEIbI0 MOAAepKaHus BO3MOKHOCTH OV 110 OKa3aHUIO YCIIyT
BBICOKOT'O Ka4eCTBa U MPUHATHIO 3()(DEKTUBHBIXYIIPABICHUECKUX PEIICHUI;

®  [IOBBIIICHHE OCBEIOMIIEHHOCTH ITOJIb30BaTENIel B 00JIACTH PUCKOB, CBSI3aHHBIX C HH()OPMAITMOHHBIMU
pecypcamu OY;;

. OIIpE/IeIeHNEe CTETICHN OTBETCTBEHHOCTH M OOSA3aHHOCTEH COTPYAHHKOB IO O0ECIEeYEeHHIO
UHQOPMAITMOHHOHN 0€30MaCHOCTH.

b TIOBBIIIIEHHE YPOBHS 3((PEKTHBHOCTH, HENPEPHIBHOCTH, KOHTPOIUPYEMOCTH MEp MO 3alliTe OT
peansHbIX yrpo3 Ub;



®  [penOTBpalleHHE W/WIH CHIKEHUE yiepoa oT nHuuaenTos Ub.

2.2. OcHOBHbIMH 331auaMy IOJUTUKK Wb sSBIsIIOTCSL:

e pa3pabotka TpeboBaHuii Mo obecneueHuto Ub;

e KOHTPONb BBINOJHEHUS YCTaHOBIEHHBIX TpeOoBaHuid 1o obecneuennto Wb; moBbIIeHNE
3¢ EKTUBHOCTU,HETIPEPHIBHOCTH, ~ KOHTPOJIUPYEMOCTH MEpONPHUIATHH MO  OOECledYeHUuI0 |
noaaepxxanuto NUb;

e pa3pabOTKa HOPMAaTHBHBIX JOKyMeHTOB i oOecnedenuss Wb OVY; BolsiBiIeHHe, OICHKA,
MIPOrHO3MPOBAaHUE U IpeAoTBpalleHue peannzauunyrpo3 b OV;

e  OpraHu3alys aHTHBUPYCHOM 3amuThl HHGOpMannoHHBIX pecypcoB OV 3amuta ungopmanuu OV ot
HecaHKIMOHNpoBaHHOro nocryna (manee-HC/I) u yTeuku no TEXHUYECKUM KaHajlaM CBA3H;

3. KonuenrtyajibHasi cxeMa ofecredennsi HHGOPMALHOHHOII §e301acHOCTH

3.1. Tomutuka B OY HampaBieHa Ha 3aIIUTy HHPOPMAIMOHHBIX PECYPCOB (AKTHBOB) OT YIpo3,
UCXOIIIMX OT HPOTHUBONPABHBIX ACHCTBUH 3TOYMBIIUICHHUKOB, YMEHBIIEHHE DPHUCKOB WU CHHXCHUE
MOTEHIMANBHOTO BpeAia OT aBapwii, HENpeAHaMEPEHHBIX OMIMOOYHBIX NIeHCTBUU coTpyaHukoB OV,
TEXHUYECKUX CcOOEB  aBTOMATHU3MPOBAHHBIX  CHCTEM, HEMPAaBWIBHBIX  TEXHOJOTHYECKHX  H
OpPraHU3alMOHHBIX PELICHUH B Ipoleccax MOHCKa, cOopa XpaHeHHs, o0paboTKH, MPeNoCTaBICHUS U
pacnpocTtpaneHus uHpopMmanmu U oOecrnedeHne dQ¢eKkTuBHOTO U OecmepeboifHOrO Tmporiecca
JIeSITeIbHOCTH.

3.2. HamGonpmuMu BO3MOXKHOCTSMH Ul HAHECEHHUs yiuepba o0namaer coOcTBeHHbIH nepconan OY.
Puck aBapuif ¥ TeXHHYECKHX COOCB B aBTOMATH3UPOBAHHBIX CHCTEMAaX OIMPENENISIETCS COCTOSHHEM
amnmapaTHoro  OOECIeYeHHs, HAJEKHOCTHIO CHCTEM DHEPrOCHAOKEHHS U TEeJCKOMMYHHKAIIHH,
KBaﬂH(i)HKaHHCﬁ COTPYAHHUKOB U HX CHOCO6HOCTLIO K aZACKBAaTHBIM U HE3aMCIJINTCIbHBIM ,I[CﬁCTBHSlM B
HEILITATHOW CUTYalllH.

3.3. Crparerust obecneyenuss b OV 3akimodaercs B WCIONB30BAHUHM 3apaHee pa3padOTaHHBIX Mep
MPOTHUBOJEHCTBHUS aTaKaM 3JI0YMBILIUICHHUKOB, @ TAK)KE MIPOrPAMMHO-TEXHHUYECKUX U OPraHU3aLMOHHBIX
pCmCHHﬁ, MO3BOJIAIOINHNX CBECTH K MUHUMYMY BO3MOKHBIC IIOTEPH OT TCXHUYCCKUX aBapI/Iﬁ 1 OIIHOOYHBIX
JeicTBuii corpyaHukoB OY.

4. OcHoBHBIC NPHHIUIIBI 06ecTieueHns] HH(POPMALMOHHOII 6e30TacHOCTH

4.1. OcHOBHBIMHU NpHHIKMIIAMH oOecnieuenus Ub:

®  [IOCTOSIHHBIM M BCECTOPOHHUH aHAJIN3 aBTOMAaTH3MPOBaHHBIX CUCTEM U TPYAOBOTO MPOILIECCa C LENBIO
BBISIBIICHUS YSI3BHMOCTH HH(OPMAIIMOHHBIX akTUBOB OY;

. CBOEBpPEMEHHOE OOHapy)KeHHe MpoOiieM, MOTEHIMAILHO CHOCOOHBIX ToBMHATE Ha UB OV,
KOPPEKTUPOBKA MOJIENIEH YIPO3 ¥ HAPYIIUTEIS,

pa3paboTKa 1 BHEIPSHHE 3alIUTHBIX MEP;

KOHTPOJIb 3P PEKTUBHOCTH MPUHIUMAEMBIX 3alIUTHBIX MEp;

NEePCOHU(HUKAIUS U pa3eiICHUE POJIeH U OTBETCTBEHHOCTH MEKAY coTpynHukamu OY 3a obecnieuenue b
OY HCXOIUT U3 MPUHIIHIIA TIEPCOHATFHONW U €IMHOJIMYHON OTBETCTBEHHOCTH 33 COBEPIIIAeMBICOTIEPAIINH.

5. O6bexTnI 320MMTHI

5.1. OGbekTamu 3anMThI ¢ TOYKK 3peHus b B yripaBieHUH SBISIOTCS: HHPOPMAIIMOHHBIN MTPOIIECC
npodecCHOHANBHON esTenbHOCTH; H(OpMaIlnoHHbIe akTUBEI OY.

5.2. 3Bammmiaemast uHGOpMAIHS IETUTCS HA CIETYIOIIHE BUIBL:

uHpOpMaLus o GUHaHCOBO-3KOHOMHYECKOH AestensHocTH OV

NepCOHANbHBIC TaHHbIE — JIF00ast HH(OpManus, OTHOCSIIASCS K ONPeJeSICHHOMY WM ONpeAeIsIEMOMY Ha
OCHOBAaHWU TakoW WHpopManuu (uzndeckoMy JIMIY (CyOBEKTYy MEepPCOHANbHBIX JaHHBIX), B TOM
yucae ero amwmius, UMs, OTYECTBO, TOJ, MECSL, AaTa MU MECTO POXKICHHMS, aapec,ceMenHoe,
coLMallbHOE, MMYIIECTBEHHOE TMOJIOXEeHUue, oOpa3oBaHHe, Mpodeccus, AO0XOIbl, JApyras
uHQOpMAITHS;

L apyras I/IH(l)OpMaHI/ISI, HEC OTHOCAIIAsACA HU K OIHOMY M3 YKa3aHHBLIX BBIIIECBUI0B, KOTOpas



orMeueHa Tpudom «Jls ciyxeOHOro MOIB30BAHUSY.

6. TpeGosanus o mHGOPMALHOHHOII Ge30nacHOCTH

6.1. B orHOmIEHMH BceX COOCTBEHHBIX HH(MOPMAIMOHHBIX AKTHBOB, AKTHBOB, HAXOAIIMXCSA MOJ
koHTposieM OV, a Takke aKTHBOB, HCIIOJB3YEMBIX JUIS MOJy4YeHHsS JocTyna K uHppactpykrype OV,
JIOJKHA OBITH OTpeJielieHa OTBETCTBEHHOCTh COOTBETCTBYIOMIETO coTpyaruka OY. Mudopmariust o cMeHe
BJIAJICNBIICB aKTUBOB, UX PACTIPE/ICICHUH, U3MCHEHUSIX B KOHQUTYpAIMX ¥ UCTIOIB30BaHHUH 32 TPEICIIaMu
OY pomxHa TOBOAWTHCS IO CBeAcHUS aupekropa OY.

6.2. Bce pabotrer B mpemenax OY MOKHBI BBITOTHATHCS B COOTBETCTBHHM C O(MUIIHATLHBIMHE
JIOJDKHOCTHBIMH 00SI3aHHOCTSIMH TOJIBKO Ha KOMIIBIOTEpaX, Pa3pelIeHHBIX K HCIIOIH30BaHHUIO.

6.3. Bce mannbie (koHpHISHINATBHBIC N CTPOTO KOHGUACHINAIBHbIC) U XPaHAITHECS Ha JKECTKHX
JIUCKAX MOPTATUBHBIX KOMIBIOTEPOB, TOJKHBI OBITh 3AITH(POBAHBIL.

6.4. PykoBomurenu MojapasJeieHUil T0JKHbBI EPUOJMYECKH [IEPECMAaTPUBATh MPaBa JOCTYIA CBOUX
COTPYZAHHUKOB U APYTUX MOJIB30BaTENEH K COOTBETCTBYIOIIMM HH(POPMALIMOHHBIM pecypcam.

6.5. B memsix o0ecrieyeHusi CaHKIIMOHUPOBAHHOIO JOCTyNa K MH()OPMALMOHHOMY pecypcy, Jro0oii
BXOJl B CHCTEMY JIOJDKEH OCYIIECTBISTHCS C HCIIONB30BaHWEM YHUKAJIbHOTO WIMEHH TIONB30BATES U
TaposIsl.

6.6. Tlomp30oBaTeny JOIDKHBI PYKOBOJICTBOBATHCS PEKOMEHIAIIMAMH I10 3alIUTE CBOETO I1apoJist Ha dTare
ero BbIOOpa M MOCTIeAYIOIETO UCITOB30BaHM. 3anpeaeTcs coo0maTh CBOH Mapoiab APYTUM JIUIAM WA
MPEIOCTABIISATH CBOIO YUCTHYIO 3alIUChAPYTUM, B TOM YHCJIE YICHAM CBOCH CEMbH U OJTU3KUM.

6.7. B mporecce cBoeil pabOThI COTPYIHUKH OOS3aHBI MOCTOSHHO MCIIOIb30BATh PEXUM "DKpPaHHOM
3acTaBKU" C TMaposibHOM 3amuTod. PexomeHmyercs ycTaHaBiIMBaTh MaKCHUMalbHOE Bpems '"mpocTtos”
KOMITBIOTEPA JI0 TOSIBIICHHS DKPaHHOH 3aCTaBKU HE Aoiblie 15 MUHyT.

6.8. [ocrym k cern MHTepHeT 00ecreYnBaeTCsl TONBKO B IPOHM3BOJACTBCHHBIX LEISIX W HE MOXKET
MCIIOJIB30BaThCS 7Sl HE3aKOHHOMN EATEIbHOCTH.

PexomeHnnoBaHHbBIE IPaBUIIA!
® corpynHukam OV paspemaercs UCTIONb30BaTh CETh IHTEPHET TONBKO B CIYKEOHBIX LEIX;

®  3ampeniaeTcs NoceleHue J00ro caiita B ceT HTEpHET, KOTOPBIN CYMTAETCSl OCKOPOUTEIBHBIM JUIS
OOIIECTBEHHOTO MHEHHS WM COJACPKUT MH(POPMAIMIO CEKCYyalbHOTO XapakTepa, NMPOIMaraHay pacoBOit
HEHABHCTH, KOMMEHTAPHH 10 TOBOJY Pa3IM4Hsl/TIPEBOCXOJICTBA MOJIOB, TUCKPEAUTHPYIOIIHIE 3asBICHUS
WIM HMHblE MaTepHalbl C OCKOPOWTENbHBIMH BBICKAa3bIBAHMAMH II0 IIOBOJY 4YbEro-inbo BO3pacTa,
CeKCYaJIbHOW OpHEHTAlMH, PEJIUTHO3HbIX MM MOJUTUYECKUX  yOeXKIeHHH, HaIMOHAJILHOIO
IIPOMCXOXK/ICHUS] WU HEEeCIIOCOOHOCTH;

® pabora corpyanukoB OV ¢ MHTepHeT-pecypcaMu J0MyCKaeTCsl TOJIBKO PEKUMOM IIPOCMOTPA
MH(OPMaIUH, UCKIII0Yas BO3MOXXHOCTh nepenaun napopmanuu OV B cets UHTEpHET;

®  COTpYAHHWKaM, IMEIOLINM JIMYHBIC YUETHBIC 3aIHCH, IPEAOCTABIICHHBIC ITyOIMYHBIMHU MTPOBaiiiepamMHu,
HE pa3pelraeTcs Mojb30BaThCsi UM Ha 000pyIoBaHWY, puHaiexkaniem OV

. corpynHuku OY mepea OTKPBITHEM WJIM paclpocTpaHeHHWEeM (aijioB, MOITYyUYEHHBIX Yepe3 CeTb
WnTepHeT, TOHKHBI IPOBEPUTH UX HAa HAJIMUKE BUPYCOB;

®  sampenieH goctyn B MaTepHET uepe3 cetb OV 11 BCEX JIHI, HE SBISTFONTUXCS coTpyaaukamu OV,
BKJIFOYAsl YICHOB CEMbU COTPYIHUKOB.

6.9.  AxMuHHCTpaTop WMEET MpPaBO KOHTPOJIHMPOBATH COJIEPIKAHHUE BCErO IOTOKA HH(OPMAIHH,
NPOXOJsIIeH uepe3 KaHall CBsI3H K ceTh HTepHET B 000MX HAIIPaBICHHUSX.

6.10. CoTpyaHUKH AOJDKHBI TIOCTOSHHO TIOMHHTH O HEOOXOAMMOCTH obOecriedeHus (U3HIecKon
Oe3omacHOCTH 000pyTIOBaHMS, HAa KOTOPOM XpaHuTcs nHpopmanus OVY.

6.11. CoTpyaHHKaM 3ampelieH0 CaMOCTOSITEIbHO H3MEHITh KOH(UTypaluio anmapaTHOTO H
nporpaMMHoro obecrnieueHus. Bee namenenus npousBoaut agmunauctpatop JIBC.



6.12. Bce KoMmbIOTEPHOE 000pYHOBaHUE (CEPBEPHI, CTALMOHAPHBIE M MOPTATUBHBIE KOMIIBLIOTEPHI),
nepudepuitHoe 06opymoBanue (HampuMep, IPUHTEPHI U CKaHEPHI), aKCecCyaphl (MAHMITYIISTOPHI THITA
"MBIIIB", MAPOBBIE MAHUIMYIATOPHI, AUCKOBOABI i CD-AHMCKOB), KOMMYHHKAallMOHHOE 00OpYyIOBaHUE
(nampumep, (akc-MoIeMBbl, CETEBbIC afanTepbl U KOHIEHTPATOPHI), AJS LeNiel HACTOSIIEH MOJIUTHUKU
BMECTe UMEHYIOTCA "KOMIIbIOTEpHOE 00opynoBanue". KommnbroTepHoe 000py/I0BaHME, IPEIOCTABIEHHOES
IIKOJIOHM, SIBJSIETCSI €€ COOCTBEHHOCTBIO WM IPEJHA3HAYEHO Ui HCIOJIb30BAaHHUS HCKIIOUUTEIHHO B
MPOU3BOACTBEHHBIX IETSX.

6.13.  Kaxmslil COTpY/AHKK, MOJYYHMBIIHI B MOJB30BAHUE TIOPTATUBHBIA KOMIILIOTED, 00sA3aH TPUHSTD
HaJUIeKalle Mepbl 110 00ECIIeYEHHIO €T0 COXPAHHOCTH.

6.14. Bce KOMIBIOTEPHI JOUKHBI 3aIMIIATLCA MAPOJEM IPU 3arpy3KE CHUCTEMBI, aKTHBAIMHU IO
TopsiYel KIIABUIIH | TIOCIIE BBIXO/1a U3 peknMa "DKpaHHO# 3acTaBku'. I yCTaHOBKH PEKUMOB 3aIIUTHI
MOJIL30BATEIIb JODKEH 00paTUThCS KaIMUHUCTPATOPY. JlaHHbIC HE TOJKHBI OBITH CKOMIIPOMETUPOBAHBI B
Clly4ae XaJaTHOCTH WJIM HEOPEe)KHOCTH MpUBeAlIei k morepe obopymoBaHus. Ilepen yrunusanueit Bce
KOMITOHEHTBI 000PY/IOBaHHSI, B COCTAB KOTOPBHIX BXOJSAT HOCHTEIH JAHHBIX (BKIIOYAs KECTKUE JUCKH),
HEOOXOJUMO MPOBEPATh, YTOOBI YOSAMTHCS B OTCYTCTBUM Ha HHX KOH(DHICHIMAIBHBIX JaHHBIX W
JUIIEH3UOHHBIX MPOAYKTOB. JlOIKHA BBIOIHATHCS MPoLieaypa GopMaTUPOBAHUS HOCUTEICHUHPOPMAIIUH,
UCKIJTFOYAIONIAsi BO3MOXHOCTh BOCCTAHOBJICHHS JTAHHBIX.

6.15. Ilpu 3anumcu kakoi-mu6o MHGOPMALIMK HA HOCHUTEIb [Tl Iepeiadn CyOheKTaM, yIacTBYIONIUM B
WHQOPMAIMOHHOM OOMEHE, HEOOXOAMMO YOETUTHCS B TOM, YTO HOCHTEIb YUCT, TO €CTh HE COJCPIKHUT
HHUKAaKHX WHBIX JaHHBIX. [IpocToenepedopMaTrpoBanie HOCUTEINS HE AT TapaHTHU TOJHOTO  YIAJICHUS
3aIMCaHHOW Ha HEM HMH(OPMAaIUH.

6.16. Tloprtel nepemauu aaHHbIX, B ToM uucie CD IMCKOBOIBI B CTAIMOHAPHBIX KOMIIBHOTEPAX
corpyaHukoB OV ONOKHMPYIOTCS, 3a HCKIIOUYEHHEM TeX CIydaeB, KOrja COTPYAHHUKOM IOJYYEHO
pa3peleHne Ha 3aIUCh OT aIMUHICTPATOPA.

6.17. Bce nporpaMMHO€e 00€CII€UeHHE, YCTAHOBIEHHOE Ha TPEI0CTABIEHHOM MIKOJIONH KOMITBIOTEPHOM
000py/IOBaHKK, SBISIETCS COOCTBEHHOCThIO OV ¥ JIOJKHO HCIONB30BATHCS MCKIIOYUTEIHHO B
IMPOU3BOJACTBCHHLIX LIEJIAX.

6.18. CoTpyaHHMKaM 3ampeliaeTcs yCTaHAaBIMBATh Ha TMPEIOCTaBIEHHOM B  IOJIb30BaHUE
KOMITBIOTEPHOM 00OpY/JIOBaHWM HECTAaHIAPTHOE, HEIMICH3MOHHOE NMPOrpaMMHOE O0ECHeYeHUEe WIIN
NporpaMMHOe oOecTieueHre, He WMEIOIIECOTHOIICHUsI K UX MPOHM3BOACTBEHHOH aesTenbHOCTH. Ecnu B
XOJIc BBIMOJIHEHUSI TEXHUYECKOTO OOCITy)XKMBaHHA OyAeT OOHApyKeHO HE pPa3pelIeHHOE K YCTaHOBKE
nporpaMMHOe oOecrieueHrne, OHO OyneT yaaleHo, a cooOIIeHHe O HapylmIeHHH OyJIeT HampaBJIeHO
HETOCPEACTBEHHO pyKoBoauTeno OY.

6.19. Ha Bcex MOpTaTMBHBIX KOMIIBIOTEPAX JODKHBI ObITh YCTAHOBJIEHBI IPOIPAMMBI,HEOOXOIUMBIE
JUIst oOecTieueH st 3aUThl HHPOpMAILIUH:

HePCOHAIBHBIN MEKCETEBOM dKpaH;

AQHTUBHPYCHOE IPOrPAMMHOE 00ECTIEYCHHE;

nporpaMMHoe obecrieueHre IMupPOBAHMUS KECTKUX JUCKOB.

6.20. Corpyanuku OV He JOJKHBL:

OJIOKHPOBATH AHTUBUPYCHOE IIPOrPAMMHOE 0OECTIEUEHHE;

yCTaHABJIMBATh APYTOE€ AHTUBUPYCHOE IPOIrPAMMHOE 00ECTIEYEHHE;

U3MEHSATh HACTPOUKH M KOH(QHUIYPAIUIO aHTUBMPYCHOIO MPOrPAaMMHOI000ECIIEUEHHUSI.

6.21.  DuekTpoHHBIE COOOLIEHUS JODKHBI CTPOTO COOTBETCTBOBATL CTAHIAPTaM B OOJIACTH JIEJIOBOM
9TUKH. lcronb30BaHWE 3JIEKTPOHHOM TMOYTHI B JIMYHBIX LENAX HE jgomyckaerca. CoTpynHuUKaM
3ampeniaeTcsl HanpaBiATh KoHUAeHIHanbHYI0 MHpopManmmio OY 1o 53JeKTpoHHOW moute 0e3
UCTIONIb30BaHus cucteM mudpoBanus. Ctporo koHpuaeHnuanbHas uHpopmamus OV, HU NMpPH KaKHX
00CTOSTENBCTBAX, HE MOJICKHUT MEPECHUTKE TPETHUM JIUIAM IO 3JIEKTPOHHOU ToUTe.

6.22. Wcnonp3oBanue cotpyaaukamMu OV myOMUYHBIX TOYTOBBIX SIIWKOB 3JIEKTPOHHOW ITOYTHI
OCYILLIECTBIISIETCS. TOJBKO NPU COIVIACOBAaHMM C OTBETCTBEHHBIM 3a oOecreyeHne O0e30MacHOCTH
UHQOPMAITUY MTPU YCIOBUHIIPUMEHEHNSI MEXaHU3MOB IIH(pOBaHUsL.

6.23. Corpyanuku OV i oOMeHa J0KyMEHTAaMH JIOJDKHBI HCIIOIb30BaTh TOJIBLKO CBOM O(QHIIMAIbHbIH



aJipec AIEKTPOHHOM MOYTHI.

6.24.  CooOlienus, mepechlIaeMble [0 DJIEKTPOHHOM II0YTE, MNPEACTABISIOT COOOM IMOCTOSHHO
HCIIONIb3YEMBbIM HHCTPYMEHT TSI SJIEKTPOHHBIX KOMMYHHKAIIUH, KMEIOIINX TOT YK€ CTATYC, YTO U MHChMa
U (aKCUMWIBHBIC COOOIICHUS. DIICKTPOHHBIC COOOINCHUS TOJUICKAT TAaKOMY K€ YTBEPKICHHIO U
XPaHEHHUIO, YTOHM MPOYUE CPEJICTBA MTUChbMEHHBIX KOMMYHUKAIINH.

B 1ensx npeaoTBpalieHus OmrMO0K MPY OTIIPABKE COOOIIECHHUH 0Ib30BATEIH IIePE OTIPABKOM JTOJKHBI
BHUMATEJILHO MTPOBEPUTH MPABUIBHOCTD HAMMCAHKS UMEH U aJpecoB mojydateneil. B ciaydae moaydeHus
COOOIIIEHUST JIUIIOM, BHUMAaHHIO KOTOPOTO 3TO COOOINECHHE HE NpeIHa3HAdaeTCs, TaKOe COOOIICHHE
HEOOXOIUMO MEePENPaBUTh HEMOCPEACTBEHHOMY MOTyYaTero.

625 He A0IMyCKaCTCA MPU UCIIOJIb30BaHUA SHGKTpOHHOfI IIOYTHhI:

L4 pacchuIKa COOOINEHUH JTMYHOTO XapaKTepa, UCTIONb3YIONUX 3HAYUTEIbHBIE PECYPChl AICKTPOHHOM
IIOYTHI;

pacchUIKa pEKJIaMHBIX MAaTEPUAJIOB;

MONIUCKA HA PACCBUIKY, Y9acTHE B AWCKYCCHSX W IMOJOOHBIE YCIYTH, WCHOJB3YIOMINE 3HAYUTEIHHBIC
peCypcChl JIEKTPOHHOM MOYTHI B JIMYHBIX LETAX;

° NOMCK W YTCHHWE COOOIICHWH, HANpaBJICHHBIX JAPYTUM JHIaM (HE3aBHCHMOOT Crocoda ux
XpaHeHus);
L MEepechUIKa JIIOOBIX MaTepHuaioB, Kak COOOIICHWH, TaK M TPWIOKEHHH, COAEpKaHHE KOTOPBIX

SBJISIETCS. TIPOTHMBO3aKOHHBIM, HEMPUCTONHBIM, 3J0HAMEPEHHBIM, OCKOPOUTEIBHBIM, YTPOXKAIOIIUM,
KJICBETHUYECKUM, 3700HBIM MJIM CIOCOOCTBYET IOBEIEHHIO, KOTOPOE MOXKET PacCMaTpUBATHCS Kak
YrOJIOBHOE MPECTYIUICHHE WM aJAMUHHCTPATUBHBIN MPOCTYNOK JMOO IMPHUBOAUT K BO3HUKHOBEHHMIO
TPaKJaHCKO-TIPaBOBOM OTBETCTBEHHOCTH,0ECTIOPSIKOB HUIIM MMPOTUBOPEUYHT CTAHAAPTAM B 00JIACTH STHKH.

6.26. Bce momp30BaTENN NOIKHBI OBITH OCBEIOMIIEHBI O CBOEH O0S3aHHOCTH COOOIIATEO0 M3BECTHBIX
WINA TIOJ03PEBAEMBIX WMH HApYyIMICHHAX WHPOPMAIMOHHONW OE30MacHOCTH, a TaKXe JOJKHBI OBITh
HpOI/IH(l)OpMI/IpOBaHI)I O TOM, YTO HH HpI/I KaKux O6CTO$IT€J]I)CTB3X OHU HE JOJDKHBI ITBITATHCA UCITIOJIb30BaAThH
CTaBIIIME UM M3BECTHBIMH C1a0ble CTOPOHBI CUCTEMbI 0€30IaCHOCTH.

6.27. B ciayyae kpaxku TIEPEHOCHOTO KOMIIBIOTEpa CIEAyeT HE3aMEIJIUTEIbHO COOOIIUTh
3aBeqyooueMy xossiicteom OVY.
6.28. Ecim mmeercs mofio3peHre WM BBISBICHO HAIMYHWE BUPYCOB WIIM WHBIX Pa3pyIIHTEIbHBIX

KOMITBIOTEPHBIX KOOB, TO Cpa3y Mociie UX OOHApYKEHHS COTPYIHUK 00s3aH:

nporH(QOPMUPOBATH aMUHUCTPATOPA,;

HE UCIOJIb30BaTh U HE BKIIIOUATh 3apPaKEHHBI KOMIIBIOTED;

®  He NOJCOEIUHSTH 3TOT KOMIBIOTEP K KOMIBIOTEpHOH cetn OV 10 Tex mop, Moka Ha HeM He OyJeT

MMPpOU3BCACHO yYAaJIeHue 06Hapy>1<eHHoro BUpYCa U IIOJTHOC AHTUBHUPYCHOC CKaHHUPOBAHUC
AIMUHUCTPATOPOM.

6.29. Corpyauukam OV 3anpemniaercs:

Hapymarh HHQOPMaIMOHHYI0 6e30MacHOCTh U padoty cetn OY ;CKaHUPOBATh MOPTHI HITH CUCTEMY
0e30ImacHoCTH;

KOHTPOJIMPOBATh PadOTY CETH C MEPEXBATOM JaHHBIX;

MOJIY4aTh JOCTYN K KOMIBIOTEPY, CETH WM YYETHOM 3allCH B 0OXOACUCTEMBI HIICHTU(UKALIH
MI0JIH30BATENS MM O€301aCHOCTH;

®  mepenaBaTh MH(POPMALIMIO O COTPYTHUKAX WM CITUCKU COTPYAHUKOB OYTIOCTOPOHHUM JIHIIAM;

®  co37aBaTh, OOHOBIATH WM PACIPOCTPAHATH KOMITBIOTEPHBIE BHPYCHI HIIPOYHE Pa3pyIINTEIHHOE
MporpaMMHOE OOecTieueHHe.

6.30.  OTBETCTBEHHOCTH 32 COXPAHHOCTH JAaHHBIX HA CTAMOHAPHBIX M IOPTATUBHBIXIIEPCOHATBHBIX
KOMIIBIOTEPAX JIEKUT HA MOJIb30BaTENAX.

6.31. Heo0X0auMO PEryJsspHO J€IaTh PE3EPBHBIE KOIMU BCEX OCHOBHBIX CITY)KEOHBIXAHHBIX U
MIPOTPAMMHOT0 00ECTICUCHHUSI.

6.32. Bce 3agBkm  Ha mpoBencHUE TEXHUYECKOTO 00CITy>KUBaHHUS



KOMITBIOTEPOBIOKHBI HATIPABISATHCA aAMHUHUACTPATOPY.
7. Yupasienue nH(GopMAHOHHOIi Ge30I1ACHOCTDIO

7.1. VYupasnenue Ub OV Bitodaet B ceOs:

®  pa3paboTKy U TOAJEp)KaHUE B  AKTyaJbHOM COCTOSTHUH
[MonutukurHpopMannoHHON 0€30MaCHOCTH;

®  pa3paboTKy U Tnoaaep:KaHue B  aKTyaJbHOM COCTOSIHUH
HOPMaTHBHO-METOAMYECKUX TOKyMEHTOB 110 obecrieuernto Ub ;

obecrniedenne OecriepebOWHOTO (YHKIMOHUpPOBaHHUA KoMiuiekca cpenctBUb;
OLIGHKY PUCKOB, CBSI3aHHBIX ¢ HapyieHusimu Ub.
8. Peanmsanus momTHKH MHAOPMALHOHHOI 6e30IACHOCTH

8.1. Peamuzauus [Tonurtuku B OV ocymiecTBisieTcs: HA OCHOBAHUH JIOKYMEHTOB, PETJIAMEHTUPYIOLIAX
OTJeNBHBIE MTPOLETYPHI M MPOLECcChl TPO(PEeCcCHOHATFHOM ESTEbHOCTH B YIIPABICHHH.

9. HOpﬂ[[OK BHECEHHsI H3MEHEHUH U I[OHOJ'[HCHI/Iﬁ B MMOJIUTHKY I/IH(l)OpMaIIHOHHOﬁ 0e30macHOCTH

Buecenne mameHeHuit u gononHeHuid B [TonMuTHKY WHPOPMAMOHHONH 0E€30MacHOCTH MPOHM3BOAMTCS HE
peXke OHOTO pasa B TP I'oJia € LIEJIbIO IIPUBEACHMSI B COOTBETCTBUE ONPEIEICHHBIX I10IMTUKOM 32U THBIX
Mep peabHBIM JKU3HEHHBIM YCIOBHUSIM U TEKYIIMM TpeOOBaHUSIM K 3alIuTe HHQOpMAIIUH.

10 KOHTpOJ'IB 3a co0JII0IeHHeM MOJUTUKH HH(I)OpMaHHOHHOﬁ 0e3omacHOCTH

10.1.  Tekymmii KOHTPOJIb 3a COOIIIOEHUEM BHIMOJIHEHUS TpeGoBanuii [ToaMTHKH HH(GOPMAIIMOHHOM
6e3onacuoctu OY Boznaraercst Ha COTPYAHUKA, HA3HAUEHHOTO NMPHKa30M 3aBeryromiero OVY.
10.2. 3apenyrommii OY Ha peryyisspHOM OCHOBE pacCMaTpUBAcT pealM3alMi0 U COOJIOICHUE

OTACNbHBIX MOJOKeHHH [lomuTukd  MHODOPMAIMOHHONW O€30MacHOCTH, a TaKXKe OCYIIECTBISIET
MOCIIEAYIONTHI KOHTPOJIb 33 COOJIIOICHUEM €€ TpeOOBaHUM.






